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LOCKDOWN BUTTONS

There are 3 locations that have lockdown buttons that impact multiple buildings
on campus when activated.

2 locations are located on campus: Forsythe Hall and the Graduate School of
Business Faculty West building (GSB). The 3™ location is off campus at the City
of Palo Alto Police Dispatch Center (CPA).

The Forsythe Hall and CPA lockdown buttons impact all Lenel readers on campus
and the GSB lockdown button impacts ONLY readers at the GSB.

University IT
StﬂﬂfOI‘d ‘ Infarmation Technology Services




LOCKDOWN TEST PREPARATION

<« TO DO 1 S”

Confirm contact information for [TOC, GSB, RDE, CPA

Confirm who will be the person executing the lockdown at each location with each
group (ITOC, CPA and GSB)

v" Confirm each group ITOC, CPA and GSB) has the updated copy of the Lockdown
Button procedures

Confirm Sentinel is active with ASR team and test Sentinel board alerts in Sentinel
Confirm email notification programming is current for all 3 buttons (Forsythe Hall,
CPA and GSB)

Submit change request notifying campus community of lockdown date and impact
Send mass notification to building managers and key stakeholders with 1st and 2"
reminders of campus lockdown test date

Program test TZ's and schedulers

Configure/audit testing monitor zones

v
v

ANERN

ANERN

Configure access levels for testing and assign to the appropriate badges
Do dry run testing with techs on devices in the field

ANANEA NN
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LOCKDOWN TEST PREPARATION (con’t)

"To Do's" the week of 1/1/19

AN NI N N NN

AN

Send final mass notification reminder to building managers and key stakeholders that lockdown
test is scheduled for 1/3

Audit the 6 LDB Action Group Libraries (Wired panels, WPS and WR Device groups)

Audit the Campus Wireless Reader Lockdown device group

Audit DH & DL devices groups

Add "Blocked" to ILS Priority One events for all WR's

Call CPA dispatch and confirm with CPA managers that we are still a "GO" for the lockdown test
on 1/3

Update (if needed) monitor zones: All Segments, Wireless, Outputs

Remove all test equipment from the All Segments monitoring zone, remove all test equipment
from the action group library lockdown programming and remove all test equipment from the

device group lockdown programming
DO LAST .... Verify that all LDB functions are available from ALL SEGMENTS & GSB
SEGMENT GROUP monitor zones

University IT
Stanford Infarmation Technology Services




LOCKDOWN

PROGRAMMING

Local I/0 Function Lists | Device—>Function Links Local 1#0 Function Lists | Device—=Function Links
Function List Name * Access Panel Name: |LDB-P-01-001-2.1-2052-ARCADEA ADMIN LOCK|
8 LDE-P-01-001-2.1-2052-ARCADEA ADMIM LOCKDOWM P-01-001-2.1-2052-BUILDING 1 =
&5 LDB-P-01-001-2.1-1-XXX-RECEPTION LOCKDOWN P-01-001-2.1-2052-BUILDING 1 fces Bl | RO EI L2 2002 BUILDING
55 L DB-P-01-020-2.1- 2046X-BLDG20 LOCKDOWN P-01-020-2.1-2046X-BUILDING 20 ;
Function Argument 1 Argument 2
5 LDB-P-01-040-2.1-3003X-BLDGA0 LOCKDOWN P-01-040-2.1-3003X-BUILDING 40
&5 LDB-P-01-050-2.1-2178X-BLDGS0 LOCKDOWN P-01-050-2.1-2178X-BUILDING 50 ! | v |Card Oriy v| |48 hours
5 LDB-P-01-060-2.1-2088X-BLDGE0 LOCKDOWN P-01-060-2.1-2088X-BUILDING 60 2 | v|
5 LDB-P-01-070-2.1-2016-ARCADEA HUMANI LOCKDOWM P-01-070-2.1-2016-HUMAM REL 5T1
5 LDB-P-01-080-2.1-2028X-BLDG 80 LOCKDOWN P-01-080-2.1-2028X-BUILDING 80 | v 3. | "|
€ 1] > i | = |
Assigned Functions
Ordér Function Argument 1 Argument 2 B | v|
Fi 1 All Reader Lock/Set Mode  Card Only 42 hours 6 | v|
Function Behavior: All Reader Lock/Set Mode
TRUE: Al readers on the controller are set to LOCKED for the amount of time in Argument 2. ~
FALSE: Al readers on the cortroller are st to the mode in Argument 1 for the amount of time in Argument 2.
PULSE: Aborts the ovemide mode f cumently active.
< m > -
Action Group Library
Description Contents:
Action Group Description ~ || | Action Type Description A P
@5 LDB-CAMPUS CANCEL LOCKDOWN - WIRED R offt Reader Mode... 00 CAMPUS WIRELESS READER Lockdown : Set Mods...
o LDB-CAMPUS LOCKDOWN - CARD ONLY ot Bxecute Func... Execute (PULSE) : LDB-P-01-001-21-2052-ARCADEA AD...
offf LDB-CAMPUS LOCKDOWN - LOCKED/BLOCKEL offt Execute Func... Execute (PULSE) : LDB-P-01-020-2 1-2046X-BLDG20 LO..
-ﬁ LDB-GSB CANCEL LOCKDOWN - WIRED READE -ﬂ Execute Func... Execute (PULSE) : LDB-P-01-040-2.1-3003%-BLDG40 LO..
o LDB-GSB LOCKDOWN - CARD ONLY o Becute Func... Execute (PULSE) : LDB-P-01-050-2 1-2178X-BLDG50 LO..
offf LDB-GSE LOCKDOWN - LOCKED/BLOCKED offt Execute Func... Execute (PULSE) : LDB-P-01-050-2 1-2088X-BLDG6D LO..
o5 LDB-SRWC CANCEL LOCKDOWN - WIRED REA o Execute Func... Execute (PULSE) : LDB-P-01-070-2.1-2016-ARCADEA HU...
o LDB-SRWC LOCKDOWN - CARD ONLY offt Execute Func... Execute (PULSE) : LDB-P-01-080-2 1-2028%-BLDG 80 LO. .
-ﬂ LDE-SRWC LOCKDOWN - LOCKED/BLOCKED | = -ﬁ Execute Func... Execute (PULSE) : LDB-P-01-090-2.1-2020-ARCADEA PH...
offf Leda WirterBreak Test Activate o Bxecute Func... Execute (PULSE) : LDB-P-01-100-2 1-2019-ARCADEA AN...
offf Leda WirterBreak Test Deactivate offt Bxecute Func... Execute (PULSE) : LDB-P-01-110-2 1-2028%-BLDG110 LD ..
o Lock Braun 206 ot Execute Func... Execute (PULSE) : LDB-P-01-120-1 13000CMCCLATCHY...
offf Lock Dink PRNo BG | o Bxecute Func... Execute (PULSE) : LDB-P-01-120-4 1-4091X-MCCLATCH..
offf LockDinkG offt Execute Func... Exscute (PULSE) : LDB-P-01-160-1.1-1118X-WALLENEE...
-ﬁ Mikael meeting -ﬁ Execute Func... Execute (PULSE) : LDB-P-01-160-3.1-3111-GOV COMM R....
-ﬁMungeH Exterior Doors Mask v nﬁExecute Func... Execute (PULSE) : LDB-P-01-160-3.1-3111-0OPA LOCKDO....
<l I 3 ot Execute Func... Execute (PULSE) : LDB-P-01-200-0.1-0083-LANE HISTO .. o
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LOCKDOWN PROGRAMMING (con)

Global Linkage | Global Linkage |
Linkages 58 ~ | MName Linkages g ~| MName:
## LDB-CAMPUS LOCKDOWN BUTTON LDB-CAMPUS LOCKDOWN BUTTON ## LDB-CAMPUS LOCKDOWN BUTTON LDB-CAMPUS LOCKDOWN BUTTON

4 1DB-CAMPUS CARD ONLY BUTTON LDB-CAMPUS CARD ONLY BUTTON

4 LDB-04-050/055- CHEM UNLOCK Glabal Linkage | ingut Event | Cutput Action | ¥4 | DB-04-050/055-CHEM UNLOCK input Bvent | Output Action

¥+ DB-04-050/055-CHEM LOCKDOWN World time zone Evert Timestamp Tolerance LDB-04-050/055-CHEM LOCKDOWN s e
A LDB-01-17TOMAINENTRY UNLOCK (GMT-08:00) Paciiic Time (US & Car Hourls) ~ Minutels) — Secondis) 4 LDB-01-170MAINENTRY UNLOCK LDB-UL-CPA-U UH-UUUL-LOCKDOWN

$41DB-01-170 MAINENTRY CARD ONLY B N N %4 LDB-01-170 MAINENTRY CARD ONLY B A-14:-200-2 312829 CAMP LIS LOCKDOWN BUTTON

Daylight savings

¥4 GF-10-160-XX-1-101 3LAUNDDCUNMASK %8 GF-10-160-XX-1-1013LAUNDD CUNMASK

¥4 GF-10-160-X.X-1- 1013LAUNDD CMASK Timezones ~ 4 GF-10-160-X.X-1- 101 3LAUNDDCMASK
FhGF-10-160-X.X-1- 1010-KITDCUNMASK s 58 GF-10-160-X.-1-1010-KITDCUNMASK
FAGF-10-160-X.X-1-1010-KITCHDCMASK = A DORFSI-06-010- 8A9P M-F FA GF-10-160-X.X-1-1010-KITCHDCMASK =
o —————— A DINHOSCON-UNLOCK HOURS-16-400K-WILBUR DINING %4 GF-08-050A-1.3-E FOB FIRE UNLOCK
¥4 GF-08-050A-1.3-E FOB FIRE LOCK %CS&:?&E&;NEN CHEALEAL LANOR /e 0 GF-08-030A-1.3-E FOB FIRE LOCK
:T?ADine—TEMEB DF/HO Restrl A ATHLETICS-05-1 10-TAEKWONDO v :T:-»anine.'rgmsa DF/HO Restrl
HADine-TE146B DF/H Alarms T e A e e A AR R %4 Dine-TE146B DF/H Alarms
¥4 Dine-DS197Z DF/HO Restrl £ = 2 #4 Dine-DS197Z DF/HO Restrl .
¥4 Dine-DS197Z DF/H Alarms Logic comelation time period: Dine-DS197Z DF/H Alarms add
¥:Dine-DS1967 DF/HO Restrl e 10 seconds %2 Dine-DS196Z DF/HO Restrl v Create OR Logic Group
< m > < | S
Global Linkage
i 4 [ P-14-200-2.3-2829-FORSYTHEHALLIN (Firmware Revision:1.32.2)
Linkages T A :
#ADB-CAMPUS LOCKDOWN BUTTON LDECAMPLS LOCKDOWN BUTTON te A-14-200-2.3-1-1743-F12505CDR
JALDE CAMBUS CARD ENEY BUTION : L4 A-14-200-2.3-1-2829-12V AC FAIL
$#ALDB-04-030/035-CHEM UNLOCK | Giobal Linkage | Input Event | Ouiput Action ;
#4LDB-04-050/055-CHEM LOCKDOWN Action Tye em— @ A-14-200-2.3-1-2825-12VBATTRAIL
#ALDB-01-170MAINENTRY UNLOCK +& Action Group  LDB-CAMPUS LOCKDOWN - LOCKED/BLOCKED ta A-14-200-2.3-1-2829-24VACFAIL
$4LDB-01-170 MAINENTRY CARD ONLY B ;
¥4 GF-10-160-XX-1-1013LAUNDDCUNMASK te A-14-200-2.3-1-2829-24VBATTFAIL
$4GF-10-160-X.X-1-1013LAUNDDCMASK t8 A-14-200-2.3-1-2829-ACPTAMP
¥o8 GF-10-160-X.-1-1010-KITDCUNMASK .
HAGF-10-160-XX-1-1010-KITCHDCMASK | = L A-14-200-2.3-1-2829-CAMPUS CARD ONLY BUTTON
%4 GF-08-050A-1.3-E FOB FIRE UNLOCK
$64GF-08.050A1.3-E FOB FIRE LOCK Ly A-14-200-2.3-1-2829-CAMPUS LOCKDOWN BUTTON
#4Dine-TE1468 DF/HO Restrl e A-14-200-2.3-1-2828-DR RLS 2824
‘#4Dine-TE146B DF/H Alarms
¥4 Dine-DS197Z DF/HO Restrl te A-14-200-2.3-1-2829-POWERTAMP
#4Dine-DS197Z DF/H Alarms — : @ P-14-200-2.3-2829-FORSYTHEHALLOT (Firmware Revision:1,32.2)
4 Dine-DS1967 DF/HO Restrl v o
¢ ) > b & Function Lists
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PRE-LOCKDOWN TASKS

Document offline readers, scheduler events programmed to fire during LD
window, document list of TRMs for ONLY wireless readers and DH and DL
outputs that have H1 checked.

Document WR's that are NOT in CARD ONLY.

Document DL's that are activated (unlocked) and DH's that are deactivated
(unlocked/DH magnetized.

Contact technician and verify access modes on test doors.

Send email communication #1 to community and advise that the 1st lockdown test
will start in 30 minutes.

Contact R&DE CARE team and advise that the 1% will start in 30 minutes.
Contact ITOC monitoring team and advise that the 1t will start in 30 minutes
and they need to be in position to press the lockdown button.
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LOCKDOWN TIMELINE

2019 CAMPUS LOCKDOWN TIMELINE.xIsx:2 - Excel

B oS-

File Home Insert Page Layout Formulas Data Review

 Tell me what you want to do...

E
ACTUAL
START TIME

DURATION
60 MINUTES

30 MINUTES

15 MINUTES

D 1@ 2 Formula Bar q [‘:, D.\ = E gl split  [[1View Side by Side EEI’—J r!
o = T Hide
MNormal Page Break Page Custom [ cridlines [+ Headings Zoom 100% Zoom to New Arrange Freeze Switch Macros
Preview Layout Views Selection Window All Panes~ Windows ~ e
Workbook Views Show Zoom Window Macros
Al = S LOCKDOWN TASKS
A B ® D
PLANNED
1 LOCKDOWN TASKS TASK DETAILS TECH START TIME
Document offline readers, scheduler events programmed to fire during LD window (6am- |1) From the Report Configuration tab run the "Reader Timezone Tracy/lose 4:00 AM
B8am), document list of TRMs for ONLY wireless readers and DH and DL outputs that have Schedules” report for list of WR's and the TZ's assigned to them - See
H1 checked. column "K" (filter out other devices).
2) From the Alarm Panel Reports tab run the "Alarm Output Panel"
report for a list of Outputs and TZ's assigned to them - See column "R"
for TZ's to lookup.
3) From the Report Configuration tab run the "Timezone" report which
will give you a list of the TZ's, then filter the "AK" column by "YES"
'which respresents that the H1 box is checked. Use the "Timezone"
2 report to look up the readers on the other 2 reports.
Document WR's that are NOT in CARD ONLY (log into WR Monitor Zone). Document DL's |Login to the Wireless panel monitor zone & Door Lock (DL)
that are activated (unlocked) and DH's that are deactivated (unlocked,/DH magnetized to |[Outputs/Door Hold (DH) Outputs monitor zones. For the WR's: Login to
prop open) by logging into specific All Segments > "Door Lock (DL) Outputs Monitor Zone" |All Segments and the Wireless Reader monitor zone then goto
and taking screenshots. Configure —= System Status options —= Pick "List" under the View
section and sort by Device column. For the DH's and DL's: Login to All
Segments and the All Segments monitor zone then goto Configure —
System Status options — Pick "List” under the View section and sort by
3 Device column and look for outputs with anything other than "normal”. Jonathan
4
Test door states and prep doors in Polya Hall UNLOCK - R-14-160-1.1-E-2215-2FLEASTENTRY (TRACY) lonathan/Tracy/lose 5:00 AM
CARD ONLY - WR-14-160-1.1-1-1247-AUDITORIUM (JOSE)
CARD ONLY - WRS-14-160-1.1-1-1226-1060FFICE (JOSE)
£ UNLOCK - WRA-14-160-2.2-1-2216-213 OFFICE (JONATHAN)
Robert (408-694-8091) in place at Huang for DH & DL testing (04-080 TSO 2077) Test DH & DL functionality before lockdown. lonathan
0-04-080-2.1-1-2077-2FL STAIR DL and 0-04-080-2.1-1-2077-2FL STAIR
DH.
Activate 0-04-080-2.1-1-2077-2FL STAIR DL prior to lockdown,
Deactivate 0-04-080-2.1-1-2077-2FL STAIR DH and prop door open
3] prior to lockdown.
- |
Send email communication #1 to advise that the 1st Lockdown will be executed in 30 lonathan 5:30 AM
3 minutes @ 6am
Call CARE team: (£50) 353-8435, (650) 353-8433, (650 862-8219 and advise Lockdown lonathan
9 will start in 30 minutes
1p Call Lee Redmon that the Lockdown will be executed in 30 minutes (650-533-2691) lonathan
Call ITOC (650-721-4862) and advise Lockdown will start in 30 minutes and they need to  |Confirm they are logged into "All Segments” in Alarm Monitoring and lonathan
ha in nncitinn $n kit BEN hottan will ha raadu tn avarota Ootnot Inckdmans and tha "Ractara”
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LOCKDOWN NOTIFICATIONS

Ham Definitions |A|BI'ITI Configumtion | PI'i[)I'if)' | Text | Audio | CCTV Instructions | MBSSBQBS | Acknowledgment Actions | Failure to Acknuwledge | ILS ‘Narm Definitions |Alarm Corfiguration | Priority | Text |Fu.|dic |CCTV Instruchcnsl Messages ‘Acknow\edgment Actions | Failure to Acknowledge | ILS Priority Or
Harm 2 Ty A . e LB (T =
"4 OCKDOWN: LDE AT CAMPUS ACTIVATED ! LOCKDOWN: LDB AT CAMPUS ACTIVATED 200 = gtgi:;;:"::;:“md z;z::: @AE-M.. PROD SMARTS, E-Mail.. LOCKDOWN ACTIVATED: F
i ] o LELod ate stem
f.); LOCKDOWH: LDB AT CAMPUS DEACTVATED U Display alam Must matkc in progress é tocic»(l;gdwtw:dms AT CAMPUS ACTIVATED LSJ:::r R
J-r_l LOCKDOWN: LDB AT CPA ACTIVATED Us Prirt alam Mugt acknowledge £ LOCKDOWN: LB AT CAMPUS DEACTIVA.. User =
£XLOCKDOWN: LDB AT CPA DEACTIVATED Us Visual notfication Redquire lagin on acknowledae £LLOCKDOWN: LDB AT CPAACTIVATED  User =
Py 4 LOCKDOWN: LDB AT CPA DEACTIVATED  User
-~ LOCKDOWN: LDB AT G3B ACTIVATED Us Display map Must enter response on acknowledge 4 LOCKDOWN: LDB AT GSB ACTIVATED User
4L OCKDOWN: LDB AT GSB DEACTIVATED Us Video verfication Dont delete on acknowladge LLLOCKDOWN: LDE AT GSB DEACTIVATED  User
i #3 Locked Under AFC System
@ Locked Under AFC Sy Show cardholder Operator can change response ﬁmked Under Firet Card Unlock S:Stam Subject
% ocked Under First Card Unlock Sy Active alam ¥ Log Overtlow System R e
. . &3 Log Threshold System
@ Log Overflow Syl Aggregate alam i Lﬂ;ged In Success s;stem ZTS:Q: T e
¥ Log Threshold Sy Assigned event(s): ALl nnned Out Suceses Sustam__ o e e e
@ Logged In Success S Event * Device Type Siatime  danTo
@ Logged Out Success Sy 4C Alarm Active  A-14-200-2.3-1-2829-CAMPUS CARD ONLY B... Input
£¥Login Tamper S | [@AlamAdive  A-14-200-23-1-2629-CAMPUS LOCKDOWN. ... Input
¥ | gitering Syv
( 1] b
’W‘ . " 5

noreply@stanford.edu Jonathan Randolph

LOCKDOWMN ACTIVATED: Forsythe Hall

o We removed extra line breaks from this message.

A lockdown action has been activated using a Forsythe Hall lockdown button. The type of lockdown is identified in the device listed below.

A-14-200-2.3-1-2825-CAMPUS LOCKDOWN BUTTON
6:02:06 AM 1/3/2019

Device:
Start time:
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LOCKDOWN NOTIFICATIONS (con’t)

Stanford rersity
HOME SEARCH CONFIGURE HEADERS
AR,
Active Root Causes tegend '4 ;l\w
@SeVdl #sev2 Asevs Osevs
A Clear
sev Ak Owner Class Name oA Event Event Text Source Count LastChange  FirstNotify  onAck EventType
12 ACES_-_ null UNK  Campus Lockdown ACTIVATED Alockdown action has been activated using a Fo Email 10 12/3/1815:43  1/3/1906:02 Durable
Showing 1 to 6 of 6 entries
# Alert Detail & Audit Trail & Run Book
alertClass ACES_-_
event Campus Lockdown ACTIVATED
name null
source Email
lastChangeEpoch 1546524138
status active
hostname null
A lockdown action has been activated using a Forsythe Hall lockdown button. The type of lockdown is identified
text in the device listed below. Device: A-14-200-2.3-1-2829-CAMPUS LOCKDOWN BUTTON Start time: 6:02:06 AM
1/3/2019 Original Timestamp: Thu, 03 Jan 2019 06:02:06 -0800
category Stanford
severity 2
eventType Durable
messagelD 20190103140206.CDF324F_codegreené.stanford.edu
clearOnAck
created_at
updated_at
oa
count
Acknowledged
owner
LastChange 12/3/18 15:43
maintenance
owner
acknowlege
Source
Impact
FirstNotify
ClearonAcknowledge
EveniType
Category
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HISTORICAL LOCKDOWN
DURATIONS

Year Button location Reader type & count |Lockdown completed in:
2011 Forsythe Hall WIRED - 741 3 seconds
v6.0.148 Forsythe Hall WIRELESS - 125 1 minute
2012 Forsythe Hall WIRED - 952 4 seconds
vb. 4500 Forsythe Hall WIRELESS - 144 1 minute
2014 Forsythe Hall WIRED - 2174 10 seconds
v6.6.415 Forsythe Hall WIRELESS - 204 5 minutes 30 seconds
2015 CPA WIRED - 2199 19 seconds
v6.6.415 CPA WIRELESS - 233 5 minutes 35 seconds
2016 Forsythe Hall WIRED - 2343 3 seconds
vE.6.415% Forsythe Hall WIRELESS - 302 S minutes 12 seconds
2019 Forsythe Hall WIRED - 2635 7 seconds
v7.3.345%.634 CPA WIRED - 2635 6 seconds
G5B WIRED - 113 2 seconds
Forsythe Hall WIRELESS - 374 4 minutes 43 seconds
CPA WIRELESS - 374 3 minutes 11 seconds
GSB WIRELESS - 146 1 minute 14 seconds
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LESSONS LEARNED

Lenel Lockdown “Deactivated” email notification

There are email notifications sent from Lenel when a lockdown input device is “Activated” or “Deactivated”. The issue that was
discovered during this year’s test is that the “Deactivated” notification is not sent when a lockdown is actually “Restored”. Currently
the “Deactivated” notification is triggered when a depressed lockdown button is physically twisted and returned to the “normal” state
which doesn’t trigger “Restore” command. The team will need to investigate how to program a notification triggered by a “Pulse”
command sent to the lockdown input device.

“Phantom” door failures

During this year’s test there were some “phantom” door failures that didn’t make sense at the time of testing. After an investigation

into the failures in January it was discovered that maintenance staff in a building disconnected power to a few doors in buildings to
secure doors over the Winter Break. This was surprise to the team and building manager who were not aware of the “maintenance”

done by the building staff.

ITOC ring down line

There is a special line in Forsythe Hall for ITOC to use to contact the City of Palo Alto Dispatch Center directly without dialing a
phone number. When an inquiry was made to the CPA Dispatch Center about the ring down line no one from the dispatch center
was aware of this feature or what telephone number the ring down line called.

Resources (People)

This year the lockdown test was performed by 3 staff members from the Card Services Technical team and 1 staff member from the
ID Card Office. This was the 2nd year that the same 3 staff members participated in the lockdown preparations/testing and cross
trained together. Now that all 3 staff are trained on the lockdown preparations/testing future tests could be done with 2 Card Services
Technical staff members (at 2 minimum) but having 3 made coordinating and testing with other staff/groups easier.
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IT WAS BOUND TO HAPPEN EVENTUALLY

TEMPTATION

Do you really want to spend the rest of your life wondening...

versity IT
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Questions?
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Jonathan Randolph

Application Administrator/Software Developer

jrandolp@stanford.edu
650-723-1853
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